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Intrusion Video Clips Work
In all of these incidents, video intrusion alarms instantly 

sent the video clip of the intruders to the Blue Ridge monitor-
ing station for immediate dispatch. Priority police response 
to crimes in progress prevented significant damage and large 
losses. And, the system cost about one-tenth the price of a tra-
ditional CCTV system. The system delivers physical security at 
remote sites at a very low cost. 

After the success with the initial installations, Blue Ridge 
has expanded its video intrusion alarm program. Affordabili-
ty means Blue Ridge is able to protect more of its assets. 

Jim Lovinggood (jim.lovinggood@blueridge.coop) is the 
general manager of Blue Ridge Security Systems Inc., based in 
Anderson, South Carolina, U.S. He has led the company from its 
humble beginnings as a small residential security company in 
1994, to an SDM Top 100 company that serves customers in 12 
states in the Southeast. 

Glassy Mountain Tower Substation: On Oct. 26, 2008, Blue 
Ridge received a video alarm with a suspect in the substation. 
The police officers and Blue Ridge representative arrived on 
the scene and found a hole in the fence but no damage to the 
site.

At 11:29 p.m. on Sept. 2, 2009, Blue Ridge received an 
alarm. The police officers checked and stated that everything 
was fine. There were some suspects outside who claimed to be 
looking at the lights, so the officers cleared the scene. A few 
minutes later, a Blue Ridge employee called in and stated that, 
after further inspection, part of the alarm panel was smashed 
and part of it was missing.

Companies mentioned:
Blue Ridge Electric Cooperative www.blueridge.coop

Videofied www.videofied.com

This is a close-up of the video monitor camera located inside the station 
and “looking” out toward the perimeter fence.

Jan. 24-26, 2012   ■   Henry B. Gonzalez Convention Center   ■   San Antonio, Texas

The Utility Products Conference & Exposition 
brings the pages of Utility Products magazine 
to life and brings together buyers and sellers 
of power, telecom, CATV and water equipment, 
providing them an opportunity to learn firsthand 
about their industries’ latest products.

For more information and to register, please 
visit http://utilityproductsexpo.com  

Join us in San Antonio for the DistribuTECH Conference and Exhibition. DistribuTECH is 
the utility industry’s leading transmission and distribution conference and exhibition, 
covering the smart grid, automation and control systems, energy ef�ciency, demand 
response, renewable energy integration, advanced metering, T&D system operation 
and reliability, power delivery equipment and water utility technology.

EVENT HIGHLIGHTS:
■  More than 8,400 utility industry professionals from 46 countries
■  More than 400 exhibiting companies
■  14 conference tracks
■  76 conference sessions
■  More than 150 utility speakers
■  More than 350 of the industry’s top speakers
■  Breakfast roundtables on the latest industry hot topics
■  Outstanding networking opportunities all week

For more information and to register, please visit http://distributech.com

Presented By:Owned & Produced By: Host Utility:

Use this promo code to save $20 off full conference registration: TDW
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Utility Clips Copper Theft
Blue Ridge Electric opts for a wireless video-clip  
surveillance system to monitor remote substations.
By James l. Lovinggood, Blue Ridge Electric Cooperative

Energy distribution depends on substations at the lo-
cal level. For rural cooperatives, many substations 
are in remote locations. Unfortunately, the scrap 
value of copper conductors and grounds means sub-

stations are becoming defenseless piggy banks for a new wave 
of criminals. The substation ground grids are now targeted by 
opportunistic thieves, and the copper pennies in the prover-
bial piggy banks are no longer safe. 

This presents a challenge as, typically, the only physical se-
curity around these substations is a chain-link fence. The re-
sults are easy to imagine; in fact, it does not even need to be 
imagined because utilities are seeing increasing repair costs 
and interrupted service from copper theft.

Why Are Copper Assets Unguarded?
The simple answer as to why copper assets are unguarded is 

cost. Securing even a few of the worst sites presents a difficult 
problem for a utility’s capital budget, whereas emergency re-

pair costs are not part of the capital budget or the traditional 
approval process. The approvals for the ounce of prevention, 
as the saying goes, are more difficult to attain than the expen-
sive pound of cure for repairs. 

Budgets are tight, and while closed-circuit television 
(CCTV) cameras and guard services can do the job, they are 
simply too expensive to be viable except in more than a hand-
ful of the larger, more visible locations. The economic reali-
ties of today mean expensive solutions cannot be deployed at 
the level needed to make a difference. Prevailing wisdom for 
physical security involves streaming video and high-resolution 
CCTV cameras combined with digital video recorders (DVRs) 
to document incidents so perpetrators can later be identified, 
caught and prosecuted. 

This approach is flawed at two levels. Firstly, it is difficult 
to get a good identification of the thieves from even a high-
resolution camera. Most criminals wear hooded sweatshirts, 
hats or even masks, and keep their heads down to avoid being 
identified. Secondly, even if the camera does capture a decent 
face shot, reviewing events that happened days or even weeks 
earlier provides no guarantee that anyone knows who did the 
deed or where they can be found. 

Also, surveillance systems remain expensive. It is expensive 
to purchase the equipment. It is expensive to run the neces-
sary power and network cables to the locations where the cam-
eras do the most good; installation labor is often more than 
50% of the cost of the system. The simple fact is small utilities 
on tight budgets cannot afford proper surveillance to secure 
many remote assets.

Another Approach
Blue Ridge Electric Cooperative — South Carolina’s second-

largest cooperative, with more than 63,000 member custom-
ers — had been struggling to prevent copper theft. In 2008, a 
theft of US$50 worth of grounding cables destroyed a $50,000 
transformer. Management decided enough was enough. Blue 
Ridge also had a security division that sold alarm systems to 
its members. The security team was tasked with finding a solu-
tion. Knowing that a CCTV surveillance system was beyond 
Blue Ridge’s budget, the team decided against video surveil-
lance in favor of a cordless/wireless video alarm system using 
MotionViewers made by Videofied. 

The baseball-sized MotionViewer uses an infrared sen-
sor to detect intruder presence and sends a 10-second video 

Video monitor installation just requires mounting of the wireless cam-
eras to observe the station fence perimeter.
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of the alarm over the cell network for monitoring personnel 
to review it and dispatch a representative immediately. If the 
video confirms a crime in progress, a priority call is made to 
the local police. Prompt response is crucial to minimize in-
frastructure damage and make arrests. The Videofied system 
has already proven effective for Blue Ridge, minimizing poten-
tially significant damage and repair costs. Following are some 
specific incidents.

Marietta Substation: At 12:32 a.m. on July 20, 2008, the Blue 
Ridge alarm monitoring station received a video alarm show-
ing two suspects in the substation. When police officers ar-
rived on the scene, they discovered an actual break-in, but the 
suspects had fled at the approach of the squad car. Bolt cutters 

were used to cut the fence to get inside. Nothing was damaged 
but the fence.

At 1:46 p.m. on June 26, 2009, Blue Ridge received a video 
alarm showing two suspects in the substation. The suspects 
fled when they heard the audible siren of the police car. One 
of the suspects looked like they had something in their hand. 
The police officers checked with the Blue Ridge representa-
tive, who confirmed the fence was cut but nothing was taken.

Pleasant Ridge Substation: At 6:06 a.m. on July 16, 2009, Blue 
Ridge received a video alarm showing a male suspect with a 
bandanna covering his face. The responding police officers 
notified Blue Ridge that it was an actual break-in but no dam-
age was found.

Thefts Caught on Video Surveillance Cameras

A thieve in substation at night. Cutting fence to gain entrance. Stealing substation cable. Stealing ground line cable.

RTDS Technologies is the world leader in real-time simulation for the  
power industry. As power systems change rapidly so must their 
simulation. Since worst case power system conditions are rare 
and dangerous to induce in the real world, the Real Time Digital 
Simulator allows them, and the protection and control equipment 
installed in them, to be tested accurately in a realistic and safe 
environment.

With over 160 RTDS® Simulators installed worldwide, including the  
world’s largest and most advanced simulator, RTDS Technologies provides  
unparalleled, powerful leadership to rely on.

                   POWER SYSTEM SIMULATORS
                   KEEPING THE LIGHTS ON

REAL TIME DIGITAL SIMULATION FOR THE POWER INDUSTRY

RTDS Technologies Inc.  |  100-150 Innovation Drive   |  Winnipeg, Manitoba, Canada R3T 2E1 

Tel: 204.989.9700 Fax: 204.452.4303  |  Email: rtds@rtds.com  |  Web: http://www.rtds.com

Power System Applications include: 
Smart Grid Applications - IEC 61850, SCADA Interface, RAS scheme investigation…
Distributed Generation - Wind, Solar, Fuel Cell… 
Control System Testing - HVDC, SVC, FACTS, Generation, VSC, Wind… 
Protective Relay Testing - Line, Generator, Transformer, Busbar… 
Education and Training - Experimentation, Demonstrations, Research… 
General Power System Studies - Small to Large Scale with Stability Format Conversion
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To see videos of actual apprehensions visit:  

www.CopperTheft.info  or call:  877-206-5800 
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COPPER THEFT?

Get Arresting  
Results.

The Videofied MotionViewer™ detects intruders 

and sends a 10 second video clip of the incident 

over the cell network for immediate response 

– and arrests. Videofied is cost-effective physical 

security that has made hundreds of arrests 

protecting remote substations, storage yards, 

and construction sites.  Instead of a recording  

of yesterday’s break-in, Videofied 

immediately sends a video of the 

intruder. Police are dispatched 

and give priority response to  

a crime-in-progress.

“	I	have	made	over	
	 150	arrests	working		
	 with	this	system.	It	is		 	
	 	the	best	I	have	seen.”		
	 Officer	John	Greene,		

	 K-9	Officer	of	the	Year	2010
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